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Abstract

Aurica hidimg s n methoed  for
embedding inflermation ol an audw
gignal. It seeks o do se in a robust
while not  perceivably
degrading the hoet signal [coves aucdn).
Hiding data in audic signals presents &
varicty of challenges; due in part to the
wider dynamic and differendal range of
the Human Auditory System (HAS) as
compared to olher genses. Trans{omms
are uscally used for robust audic
hiding [audio wetcrmarking). But, the
andic hiding process is affected by the
Lype: of imanstorm used, Therefore, this

[aashiiem,

FRpCr prosents afn evalualun ol
waveled ransform hiding in
comparison  with  sclected types of

wansforms. (Walsh trmsform end
cosine transform) hiding.

In arder oo generste the audin
slegocaver, lms mesearch concludes
[(Warvelet, Walsh,
of the audio cover,

Lanslormed  cover

or Cosine] immsdorm

replacing  soue
cocilicients  wath
secret audin messape coefliclents, and
inverse [Wavelet, Walsly,
lransiorm for sandio cover with replaced
cocfficients.  While, the extracung
methed concludes (Wavelsl, Walsh, or
Cosmne| Immsform of the stegocovers

wr Comimee

and extracting the secrecy exiractsd

Aud  messape. The Frneraicd

stegorovers and the extracred audic
messages are used f0 create the
proposed evaluation.
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1. lIntroduction

Tuomas [1]| called ieformation
hiding a3 Invisible Communecation.
Lasurence el al. [2] revesled that audic
data hiding techniques are divided mito
oo catcgories:

Audio Steganography

Audic steganopraphy refers o
the technmpies that utlize the
existence of redundant informaton in
a conunmunication proeceas.  Digital
sound naturally CIITE 5
redupdandes in the form of a ooise
eomponent, The most important
reguirement in audio steganography is
that rthe presencc of the
message be undetecisble. For audha
data the stegn datn must lock like a
"typical [4]. The general
methods of audie stegancgraphy arc:
encoding, phast ecncoding,
echo hadiag, and spread spectrum] [4].

Audio Copyright Protection
Todd et al, [5] reporied Lhat audic
ropyright  protoction may be  satheér
content-based, it can be
accomplished through watermarking.
Watermarking 18 an spplication which
erntreds the Jeast amount nf data, but
requires robusineas
becanse the walermark is required for
copyrighil protection Wialermark
sobustness iz enabled  using:
(1) redundant spread-spectum.
M| paveko-aconsin: requency masking
and ([} transform technigaes Digital
walermarking w a technalagy which
potentially can be uscd to enforce the
mopyrights and  integrity  of digital
multimedia dala [G]. Tlowever, aadio
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the preoabest

wittermarking s usefol as a peneval
audio stegancgraphy tool

Selected Transform
Techniques

VWavelet Transform

The armeelet tranefasrm converts a
cula input sequence of a given length
to a sequence of real mumbers of equal
lengrh in which the vertical siee of the
wavelets chenges al sach of the sot
horizoctal positions [and scales] so
that the addittons of all the weavelets
reproduces the ariginal 7],

The specal significance that the
wavelpts transform comes  froo  its
ability o divide fhe Lme-bandwidth
produrc chilferently  at
frequencies of times. The continuous
waveler transform iz given by [8):

warions

Fla,b)- [fie] wile-b)/ajde . ....00

In this equation, y {§] = e
mother waveler, b represenls & Tme
shift, and & is & scaling factor used
with t, vme. The mother wawvclet is
translated or shilled in time producing
the wavelels, The wavelet canaform is
franded on basia functions formed by
dilation [spreading a function over a
larger domain) and transladon nf the
protniype function witl. This protoiype
function iz similer W the fanction
STFT, except thal Lhe basis functions
arc high-frequency, short-time palses,

g5 well ae lowdfreguency  bomg-lune
pulaes, whope contraction no oo
demain  is  accompanied by an

exnanaion in the other, waith | contried
FME hanowidth te conter Inegyoendys
Liaat is. it is loperitbcoic, In contrest,

33
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the STFT EM3 bandendth is constant
an a linear scale.

The weavelet transform of analog
gipnel { localizes the signel in 8 timc

waimichive-

[b+at-8a b+at+as |

The ¢=nter of this window is at
B+at with the width 2 as,, the wavelet
is!

wottl = i b)ie)

The continuous inverss wanslet
transform is given by [S]:

fi{t) = [[F* (e, bjyrl(t- b}/a)dbda

[-3)

There are sewvern! wivelst forma
such as: Haar waveless, S wavelels,
and Bartle-Lemrie' wravelets,
and athers (8]

Walsh Transform

Deauchamp (9] reporied  thao
Walsh functions form an ordered sel of
reclanpuinT wavelorms taking only two
amplitude walaes, 11 &nd =1, defined
cver & limited time interval

The one-dimenslonal discrete
Waleh transiorm of a funedon fix!,
denoted oy Flul, s given by

HSnline

Fl"_’l_l'—.:] F M= E ﬂ:-?'-| ; EE {_ 1 }:Il:ll -1
E=n [T
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The inverse Walsh transiorm is given
by

T 3 T [ R
L e

Cosine Transform

Krmmer and  Mathews [10]
mentioned that the Fouser senes
representation of a continuous real
svmmetric function contains only real
ooellicien s mrmesponding to the cosine
termis of the senes. This condition can
be realized with an image or saudic field
compact diserete  cosine
transforml &  obloned The one
dimensional discrete cosie transform
pair 1= given by the expressions;

aarul i

-1
T0) - 4Ly Wi 3 fix)
X0

H=l
Fiu] = IL/2N° |} (=] coaf2x + Ll

A=l
s
Bisp— /M= Fi0) + (1, 2% )=
N
¥ Flo)«ces(2x+ Hull
u=l

2. The Proposed
Algorithm

The proposed algorithon: can b
shown in figure (1)

3
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Figure (1) Block Diagram of Proposed Algorithm

The main steps of the proposed
glgorithm in framsrmller &ice are.

Forward Transform

s lechnigue s based on
forward [Normalized wawclet, Walsh, or
Coging] transform, which s applies to
{he slream of numbers audio cover.
The theorstical backeground of  (he
selected types nof transforms
described i the introduction.  The
ireplementation alapnthms of these
transiorms depend on equadons (1, 4
b, aund ).

i=

Replacing Some Transformed
Cover Coefficients with Secret
Message Coefficients

After employing forward Wavelet,
Walsh, nr Comine] nmslorm o cover
file, the high energy elemenis see
cluatered nt certein postone with sach
wansformed windmw (ko). Therefore,
some cocfficicnts with low energy can
b rhscarded fom each block without
di storting, reconstracted
ategocover. The prmople cea of this
technigque is done oy discarding low
energy  cocfficients  using

R TS

Fromaal
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Eampling methed [11], which depends
on discerding the elements thar have
small variances and keeping the
elements that heve larpe variances.
The number of discarded coelbaenis
depends an the type of transform nsed
amwl  the discarding method. The
numhber  of  discarded  coeffictents
affects directly the mean square error
fastor for the reconstructed stegocover.
The discarded cocfficicnts in cach
transforimed block are replaced with
scaled secret messape coefficwents
sequentially,. The discamding
replaceanent processes are cmbined
unhl secret mesaage file 18 fndshed.
Cheraise, the transformed Blocks ar=
Hept as they are. One good feature of
wavelet transform, it clusters high
energy coefficients in fiis! pomlums of
the anslormed block snd the low
enerpy coefficients at the cnd positions.
This feature makes this technigue
easier o wnplemenl.

sarrl

Inverse Transform

This techmigue iz based on
inverse [Wormalized wavelst, Walsh,
and Cosine) trasslocm,  which s
applied ta the [Wawele:, Walash. or
Cogue] Iroansformed sodio cover with
messapge  ococfficients. The
wnpiementation algarithms depend on
cquations: (3, 3, or 1.

ECaled

Aftcr these threes techniques. Ui
audin  slegocover iz prepared  after
converting the Tormig,

At meceivar
pensaca  are  [Wavelet, Walsh,
Coaite of the avdip
ategoeover  and  extracling  propess
Wavelel, Walsh, ar Cosine transform s
deme exactly as described before, The
eximoting process is done accoiding tn

sule, the main
L

lranslorm

apecific positions in ransform domadn.
the secred pudio message is
extracted, amd wan be listen to after
converting the format.

3. Resulis

The resulls see intended by
applying the propeosed algorithm wich
Windows 08 Audis-Video [WAY)
format. The mecret messags and the
cover  are recorded using  simple
fevallatle) microphons of [Pendum 1I)
PC, with the following attributes: 8-l
srmpling rate |11 025KHE), sleren. The

Tdirw

LA LI T ervviTomyment is
rorsdered as a dipital cnd t end.
The  evaluation of  wwvelct

transalam 10 companson with Walsh
and Cosine  transforms 18 showm
table [L}. The length and size of secret
speech message aie |V sec, 111 KB
The length and mze of audio cover are
[71 see, 1.58 ME),

Table [1) Comparison Results for |
Froposed Algorithim with Different

___Types of Translorme
& peEAE | Sypeane [
o :in':‘l'ﬁ-ln___ | Time: Exirmaing | Tt
R Tegicww | B, | Evacied Message | Fam,
BT Tam | WL ik ok | B k)
% k] - o o]
Yemsl 0045 | #5021 | 55 | 800 (TR0 12
| mwar | no0vs | aoanet | 44 | DGR TiEmE 14
Gomw |DI1W] 37 | TH| TWE | IOAE1 14 |
The resulte «of lable [1) arc
calculated  with  differcnt scaling

Lsvlows: [8 = (50 = 100} for wawelet
tranafosm, and 3 = (00 = MM ior
Walsh or Cosine tramslirm)

The resulrs or proposed algorithm
using Wavelel rransform are shown in
Figure (11 and Figure (2}, The resulis of
proposed  algerithm uszing Walsn
iramsform are shoam o Figure (3] and
Figure [(4). The results or proposed
algorithm uszing Cosmne transform are -
shown in Figure (5] and Fipure (@),

a6
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Figure (1) Wavelst Transform Preposed Algerithm Comparison among Left-
Right Waveforms of [a) orlginal Musia Cover (b} Stegocover
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Figure (2) Wavelst Trunsform Proposed Alporithm Comparison among Left-
Right Waveforms of '
(a] Original Secret Sprech Message (b] Hided Message in stepocover
[} Extracted Secret Speech Message
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4.

Evaluation and
Conclusions

Caleplated  resulis showed that the
proposed algorithm ie & good method

B[4 %)

hiding audic m awcdio. The

evaluation of the proposed alpoci b
using |."ii.-'.-_-,we|.£1;, Walsh, snd Cosoone
tranaform csn he deduced from Table

(1)
A

Wavelet transloim is better than

the other transferms for the
proposed  algorithm  of  Lhe
comaparizon Tactor s the tims
roquired.

Wavelst transform 15 beller than
the other transforms ke the
proposed  algorithm  if the

comparisen facter is the guahly of
the stegocover.

Walsh transform s berter thism
the other transforms for the
proposed  algorithm o the
componson factor is the quselity of
the extracted amessepe.

Bome conclusions can be inferres

from the proposed alpoithm;

A,

From the abowe cvaluation we can
deduce that wavelet transform i&
by for
the

& suitable transform
hiding audis in
mroposed alporithm.

audio o

The quality of the SCgooover &
very pood (which is the goal).
Howewer, the ruality of the
pxitacted meogsage 1% LOT EOOC
enough but it is understandable.

The  propasac plporithm is
ardrband method. 1, ., the length
of gecret message can be equal to
{0.25 the lengrh of cover This

250 Annum - 3002 |

ration is depended on number ef
the replaced coefficients

The secrel meossage may be
gpecch, music, or any resrmaed el
s achia.

Eopling faclor 18 an  umportaot
factor in hidmg and exmacting
pLOCEEsEE, Thas
ponsdered g3 8 comirol  leachon,
therefors il niust be selected with
a wuitable choice. This factor i1
affected by the type of trenslorm
uscd, therefore it s (B0 = 1D
for  Wovelet  transform and
J1INE = 200) for Walsh and Cozine
transformes.

The number of Tepliced
coefficienta  affects  directly  the
quality of the stepoove: and the
exirecied mezeags, Therefore, thia
gumber must be selected wills
suitable  cheics  (the belance
beoween bandwidth and
quibiy is required]. This number
ig affected directly by the tvpe ol
transform uaed,

factor 8

1 he
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