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1. INTRODUCTION 

Safety concerns have arisen amid the increasing use of Unmanned Aerial Vehicles UAVs for live video transmission. Some 

concerns have surfaced amid the growing use of Unmanned Aerial Vehicles UAVs. These frequent failures compromise both 

key management and cryptographic agility. Attempts to manage UAV networks in the face of growing security threats and 

constantly shifting network dynamics using antiquated methods such as centralized authority hierarchies or static key distribution 

have failed [1]. These methods fail because they depend on a predetermined distribution of keys. Conventional practices often 

combine the two approaches. One of these two kinds of structures is usually what conventional approaches use. Despite 

blockchain technology providing immutable auditability [2] and chaotic maps being inherently unpredictable for key generation 

[3], their current implementations fail miserably when faced with decisions in real-world scenarios. This is because the 
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Our adaptive multi-layer security lets UAVs communicate live video. This technique 

improves key scheduling over time by using MDP, chaotic maps, and blockchain 

technology. The bulk of essential management frameworks use legislation or centralized 

trust systems. In UAV networks, safe and fast video transmission is in demand, thus we 

must match encryption strength with operation speed. Reinforcement learning can 

optimize key generation and distribution. Monitor network trust scores, chaotic entropy, 

and blockchain update timestamps in MDP state space, and automatically remembered 

action refresh times in state space. The system may evolve with the network since the 

reward function handles unpredictability, timeliness, and trustworthiness.  The system's 

adaptability allows this. Non-linear chaotic map framework parameter modifications can 

be made by using blockchain-based trust signals and entropy measurements. Removal of 

repeating patterns does not weaken the cryptography technique. A transformer-encoded 

deep Q-network produces optimal policies in the presented manner.  An Old Fault 

Through Tolerant blockchain consensus, important blockchain modifications may be 

checked. The experiment shows that GPU-powered chaotic generators can use 

Hyperledger Fabric to reach refresh rates below one second. In practice, UAV network 

dynamics prove this. This work evaluates our defenses against replay and key 

compromise and advances high-throughput video streaming systems.       
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limitations are grounded in real-world events. While hybrid security architectures have recently been the focus of research, there 

is often no formal framework for these systems to reach optimal results by balancing operational latency with cryptographic 

entropy. This is valid even though hybrid security architectures are the focus of current research. An excellent illustration of this 

is the concept that, when applied with limited accuracy, chaotic maps can self-organize into periodic patterns [4]. It would be 

lovely to demonstrate something in this way. Additionally, there is a risk that using blockchain technology to handle keys will 

introduce undesired lag into otherwise fast-moving video streaming [5]. When these technologies are integrated, a versatile 

control system that can adapt security settings in real time to the current network status and threat trends is crucial. The security 

settings will remain secure if this is done. Traditional problem-solving methods will not be effective in this case.  

We provide a novel approach that combines chaotic cryptography with blockchain-based trust, and it is governed by the Markov 

Decision Process MDP. Our approach, grounded in reinforcement learning principles, is central to this strategy. The state space 

can gather real-time data, such as chaotic map entropy, node trust ratings, blockchain consensus latency, and more, when key 

scheduling is treated as an optimization problem. So, this data can be collected by the state space. These metrics are available to 

you in real time. This is the single most consequential change to the approach. Not only can parameters and key refresh intervals 

be changed at random, but actions also dictate what happens. To maximize the blockchain's cryptographic strength (as 

demonstrated by Lyapunov exponents [6]) and integrity, the reward function must optimize both simultaneously. Our chosen 

course of action comprises three complementary techniques that work together to accomplish the set goals. Previous approaches 

relied just on blockchain or chaotic maps; our research takes a more holistic view [7]. The framework’s architectural distinctions 

are clarified by detailing the synergistic interaction between chaotic-map–based key diversification, blockchain-validated trust 

propagation, and an MDP-formulated reinforcement learning scheduler. The transformer-enhanced DQN introduces attention-

driven temporal-state encoding, enabling refined policy adaptation under volatile UAV communication conditions, compared 

with existing RL-based cryptographic controllers. The expanded benchmarking incorporates recent RL-driven key-management 

schemes and blockchain-assisted UAV security models, with quantitative analyses indicating superior robustness under targeted 

key-exposure perturbations and dynamic link degradation. 

Adaptive Entropy Control: An approach that dynamically modifies the parameters of chaotic maps based on feedback from 

both the MDP policy and trust signals validated by blockchain can be used to prevent predictable patterns. This strategy can be 

used to prevent predictable patterns from occurring. The effectiveness of the procedure is not compromised by this strategy, 

which keeps computations efficient. 

Consensus-Aware Scheduling: To minimize the effort required to validate them, key updates are timed to coincide with the 

beginning and end of blockchain epochs. To make the system more resistant to Byzantine nodes, the BFT consensus features are 

also employed. 

Transformer-Based Policy Learning: In situations where children can only see a part of the image, this helps them perform 

better. As a result, the decisions made are very close to being the best ones that could have been made. To summarize, this study 

has made four significant contributions: 

Under the traditional assumption of the reinforcement learning, a systematic Markov decision process model of multi-objective 

key scheduling allows simultaneously maximizing security and performance measures, which guarantees the process of 

convergence to Pareto-optimal policies. The latest developments in commercial unmanned aerial vehicle technology have 

rendered the realization of critical refresh cycles under 100ms possible. A GPU-accelerated chaotic generator, such as perturbed 

sine maps, and lightweight blockchain orators are used in a high-performance method to achieve this. It was shown that a barrier 

prevents critical compromises 3.2 times more effectively than fixed-interval baselines. Through comparisons, this was 

uncovered. This result was arrived at after doing empirical validation. The video frame loss rates remain below 5% even when 

the network is extremely busy. This is quite significant. The integration of Hyperledger Fabric with ROS 2 is crucial for the 

functioning of any public-facing prototype. Managing swarms of drones is essential. Anyone can now use this prototype. The 

demo shows that the number of nodes can be increased beyond 50 and that security settings can be adjusted based on the mission's 

criticality. 

The remainder of this paper is organized as follows: Section 2 analyzes related work in chaotic cryptography and blockchain-

based key management. Section 3 details the components of the MDP formulation and architecture. Sections 4 and 5 present 

experimental methodology and comparative results. Section 6 addresses limitations and future directions, and section 7 

presents the conclusions. 
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2. RELATED WORK 

The security challenges in UAV video streaming have been addressed through various cryptographic and trust management 

approaches, which can be broadly categorized into three research directions: adaptive key management, chaotic cryptography, 

and blockchain-based security frameworks. 

2.1 Adaptive Key Management Systems 

New developments in reinforcement learning have made the dynamic key scheduling of resource-constrained networks easy. 

Reference [8] proposed a partially observable Markov decision process (POMDP) model specifically to vehicles networks, where 

the key update intervals are optimized adaptively, depending on the existing channel conditions. Although the given methodology 

is proven to be effective with earth-based vehicles, it fails to provide a sufficient amount of reconfigurations of the topology 

peculiar to unmanned aerial vehicle swarms. Comparably, [9] showed that Markov decision processes could refine access control 

policies, though their centralized trust framework creates vulnerabilities to single points of failure. Our research advances these 

ideas by embedding decentralized trust metrics and chaotic entropy measurements within the state space. 

2.2 Chaotic Cryptography in Wireless Networks 

Since chaotic systems are highly sensitive to initial conditions, several people are currently using them for lightweight encryption. 

This is because initial conditions have a disproportionate impact on chaotic systems. Researchers examined the security risks of 

logistic maps in finite-precision implementations and found that the flaws were in the design of the parameter perturbation. This 

is what the investigation found. Subsequent research proposed hybrid chaotic systems as a potential solution. The goal of these 

systems is to increase entropy by merging various maps. None of the cited research accounted for real-time performance 

limitations; they were all purely algorithmic. This is addressed by the constructed framework, which dynamically adjusts chaotic 

parameters based on the cryptographic technique's power (as measured by Lyapunov exponents) and the method's processing 

overhead. To address this requirement, this framework was developed. 

2.3 Blockchain for Decentralized Security 

Maintaining faith in decentralized systems has become feasible through the use of evolving blockchain technology. There has 

been significant progress. Although they successfully modeled blockchain resource distribution as a Markov decision process, 

the cryptographic primitives used in their solution are not present in [10]. The goal of offloading the Internet of Things was 

achieved by combining MDPs with blockchain technology, even though their approach relies on well-known security 

requirements [11]. According to [12], our trust score was impacted by the development of a hidden Markov model for adaptive 

BFT consensus. Since this was the driving factor behind our computation, it represents a significant advancement. In contrast to 

other efforts, our technique integrates the MDP's reward function into the chain of events that leads to the generation of chaotic 

keys as the blockchain approaches consensus.   

The proposed method outperforms existing methods by addressing four key aspects simultaneously. These include: (1) the 

possibility to adjust to network dynamics in real-time by the continuous monitoring of the state of MDP; (2) the possibility to 

demonstrate cryptographic strength by the chaotic generators perturbation on the base of blockchain verification of the trust 

signal; (3) the possibility to decentralize the auditability of the state by the smart contract-recorded state transitions; and (4) the 

possibility to achieve the computational efficiency by the means of GPU-accelerated chaos generators and also by the 

transformer-based policy inference. The fact that we have taken a holistic view in our research is unlike what other researchers 

have been doing in the past whereby they tend to maximize on the individual components and either ignore the interdependence 

in the actual UAV context. 

3. CHAOTIC-BLOCKCHAIN MDP FRAMEWORK FOR ADAPTIVE KEY SCHEDULING 

The proposed framework that creates a closed loop control system where the cryptographic key scheduling becomes an adaptive 

process, controlled by the real-time network dynamics and security requirements. The MDP-based scheduler is linked to chaotic 

map generators and blockchain verification layers and they form a multi-layered security structure as illustrated in Figure 1. 

https://doi.org/10.25195/ijci.v51i2
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Fig. 1 MDP-Driven Key Scheduler Integration 

3.1 Overall Architecture of the Chaotic-Blockchain MDP Framework 

The system functions via three coordinated elements: a chaotic key generator, a blockchain trust layer, and a reinforcement 

learning agent. The chaotic generator produces cryptographic keys Kt at time t, using a perturbed logistic map: 

𝑥𝑡+1 = 𝑟′𝑡𝑥𝑡(1 − 𝑥𝑡)                                                                                                                                   (1) 

As shown in equation (1), where r′t represents the dynamically adjusted control parameter. The blockchain layer stores a 

distributed ledger of key update records, where every block holds the hash ( 𝐻(𝐾ₜ) ) and the associated MDP state-action pair 

( 𝑆ₜ, 𝐴ₜ ). The reinforcement learning agent engages with both components via a clearly specified interface, measuring chaotic 

entropy (𝐸𝑐), network trust scores (𝑁ₜ), and blockchain verification latency 𝑇𝑏 . Figure 2 shows the Closed-loop interaction 

between the RL agent, the chaotic map generator, the blockchain ledger, and UAV streaming. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2 Closed-loop interaction between RL agent, chaotic map generator, blockchain ledger, and UAV streaming. 
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3.2 MDP-Driven Adaptive Key Scheduling and Non-Linear Chaotic Map Perturbation 

The MDP state space S captures three critical dimensions of system security: 

St = (Ec(t), Nt(t), Tb(t))                                                                                                                            (2) 

As found in equation (2), where Ec(t) quantifies the Shannon entropy of the chaotic sequence over a sliding window of τ 

iterations. The action space A consists of discrete key update intervals Δt ∈  {1s, 5s, 10s}, with each action triggering both a key 

refresh and the corresponding blockchain validation round. The reward function integrates security and performance metrics. 

r(St, At) = α ⋅
Ec(t)

Emax

+ β ⋅ Nt(t) − γ ⋅
Tb(t)

Tmax

                                                                                           (3) 

As inferred from equation (3), where α, β, and γ are tunable weights that reflect operational priorities. The chaotic map 

parameters receive continuous perturbations derived from the blockchain trust layer: 

r′t = r + η ⋅ sigmoid(Nt(t) ⋅ Ec(t))                                                                                                          (4) 

As shown in equation (4), this non-linear coupling ensures cryptographic strength aligns with both local entropy measurements 

and global trust consensus. 

Algorithm 1: Summarizes the reinforcement learning–driven scheduling procedure 

combining chaotic key generation and blockchain consensus. 

Input: 𝜃₀, 𝑉, 𝐸, 𝑆, Transformer-DQN A 

Output: Adaptive scheduling policy 𝜋∗ 

 

1: Init chaotic generator 𝐺(𝜃₀), blockchain 𝐵(𝑉), replay buffer 𝑅𝐵, agent 𝐴 

2: For 𝑒 =  1 →  𝐸 do 

3:   Reset environment; 𝑠₀ ←  {𝐻₀, 𝑁₀, 𝐿₀} 

4:   For 𝑡 =  1 →  𝑆 do 

5:       𝑧ₜ ←  𝐸𝑛𝑐𝑜𝑑𝑒(𝑠ₜ);   𝑎ₜ ←  𝜀 − 𝑔𝑟𝑒𝑒𝑑𝑦(𝑄(𝑧ₜ)) 

6:       𝐾ₜ ←  𝐺. 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒();  𝜃ₜ ←  𝑓(𝜃ₜ₋₁, 𝑁ₜ, 𝐻ₜ) 

7:       𝐵. 𝐶𝑜𝑚𝑚𝑖𝑡(𝐾ₜ, (𝑠ₜ, 𝑎ₜ)) 𝑣𝑖𝑎 𝑃𝐵𝐹𝑇 →  𝑢𝑝𝑑𝑎𝑡𝑒 𝑁ₜ₊₁ 

8:       Measure 𝐻ₜ₊₁, 𝐿ₜ₊₁;  𝑟ₜ ←  𝑤₁𝛥𝐻 +  𝑤₂𝑁 −  𝑤₃𝐿 

9:       Store (𝑠ₜ, 𝑎ₜ, 𝑟ₜ, 𝑠ₜ₊₁) in 𝑅𝐵; Update 𝐴 from 𝑅𝐵 

10:  End For 

11: End For 

12: Return 𝜋∗ 

 

3.3 Transformer-Enhanced DQN for State Encoding 

A 12-layer transformer encoder processes the multi-dimensional state vector St into latent representations for policy learning. 

The attention mechanism computes: 

Attention(Q, K, V) = softmax (
QKT

√dk

) V         (5) 

where Q, K, and V are learned projections of the input state such as query, key and value . The transformer outputs are directed 

into a deep Q-network, which estimates the optimal action-value function. 

Q∗(St, At) = 𝔼 [∑ γk

∞

k=0

rt+k|St, At]                   (6) 

Prioritized experience replays buffers store transitions (St, At, rt, St+1) with sampling probability proportional to the temporal 

difference error δt. 

3.4 Blockchain-Integrated Trust Verification and Closed-Loop Multi-Layer Security 
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When a cryptographic key is changed, a three-part blockchain operation starts. More specifically, this plan has three stages: the 

proposal stage, the validation stage, and the commitment stage. When the validator nodes are turned on, the following will 

happen: 

Verify(Kt) = BFT-Consensus (H(Kt) ∥ Sign
SK

(H(Kt)))            (7) 

where BFT-Consensus implements practical Byzantine fault tolerance with 
2

3
 majority voting. Upon successful verification, smart 

contract adjustments alter the network trust scores Nt for future MDP states. This closed-loop process guarantees that security 

parameters are adjusted based on cryptographic data and decentralized trust indicators. 

4. EXPERIMENTAL SETUP 

The process of a blockchain consists of three steps and begins and proceeds each time a cryptography key is altered. This is a 

three-part process which is the proposal stage, the validation stage, and the commitment stage. Upon activation of the validator 

nodes, there are a range of things that are expected to occur and they include the following: 

4.1 Hardware and Network Configuration 

Table 1. The chaotic key generator was implemented on the NVIDIA Jetson AGX Xavier modules that did the chaos map 

computations in CUDA acceleration, which simulates the onboard processing of a resource-constrained UAV. The blockchain 

was made up of 21 validator nodes (Intel Xeon Silver 4210R, 64GB RAM) under Hyperledger Fabric 2.4 and ordering service 

based on Kafka. Simulation of network conditions was done by use of Mahimahi tool [13] to recreate the patterns of the network 

conditions through packet loss (0.5-8%) and latency (10-200ms) observed in the operating UAV swarms [14]. With reference to 

the offered framework, we designed a comprehensive evaluation process which looks into the cryptographic strength in 

conjunction with the performance under real-life UAV network conditions. The experimental setup is a network of three 

connected testbeds including chaotic key generation cluster, a blockchain network, and a UAV swarm emulator. 

Table 1: Summary of Experimental Setup 

Category Configuration 

Chaotic Key Generator NVIDIA Jetson AGX Xavier (GPU-accelerated CUDA kernels for chaotic maps) 

Blockchain Network 
21 validator nodes (Intel Xeon Silver 4210R, 64GB RAM) running Hyperledger Fabric 

2.4 with Kafka-based ordering 

Network Emulator Mahimahi tool for UAV swarm dynamics: packet loss 0.5–8%, latency 10–200 ms 

Video Streaming 4K resolution at 30 fps; synchronized across UAV swarm nodes 

Baselines 
1- Static Interval Scheduling (RSA-2048) 2- Adaptive Chaotic Cryptography 3- 

Blockchain-Only Key Management 

Performance Metrics 
Key Compromise Resistance KCR, Entropy Deviation ED, End-to-End Latency, Frame 

Loss Rate FLR, Energy Overhead 

Training Protocol 
Transformer-DQN (12 layers), buffer size 50k, γ=0.95, target update every 100 steps, 

500 episodes × 1000 steps 

Attack Models Eavesdropping, Byzantine Node Collusion (10–40% compromised), Timing Analysis 

 

4.2 Baseline Methods 

We were benchmarked against three state of the art approaches: 

Static Interval Scheduling: Fixed key refresh (5s) and RSA-2048 key pairs [15]. 

Adaptive Chaotic Cryptography: Entropy-based logistic map-based key generation [16]. 

Blockchain-Only Key Management: Key updates with PBFT authentication and no chaotic map merging [17]. 

Each baseline was reimplemented with equivalent cryptographic strength (128-bit security) and tested under identical network 

conditions. 

4.3 Performance Metrics 

https://doi.org/10.25195/ijci.v51i2
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The evaluation applied five quantitative measures: 

Key Compromise Resistance KCR: This is a measure that describes the number of adjacent nodes that are breached to make 

predictions of further cryptographic keys as defined in [18]. 

Entropy Deviation ED:Kullback-Leibler divergence of chaotic sequence distributions and ideal uniform distribution [19]. 

End-to-End Latency: Time between generation request of key and confirmation that it has been made available by the 

blockchain at all swarm nodes. 

Frame Loss Rate FLR: Percentage of lost video frames because of key synchronizing delays in 4K/30fps video streaming . 

Energy Overhead: Extra energy consumed (mAh) to transmit video when there is no encryption in comparison to the baseline 

video transmission with no encryption. 

Algorithm 2: Training Workflow for Chaotic–Blockchain MDP Scheduler 

Input: 𝜃₀, 𝑉, 𝐸, 𝑆, Transformer-DQN A 

Output: Learned scheduling policy 𝜋∗ 

1: Initialize system (𝐺, 𝐵, 𝑅𝐵, 𝐴) 

2: For each episode 𝑒 =  1 →  𝐸: 

3:   Reset environment; observe initial state 𝑠0 

4:   For step 𝑡 =  1 →  𝑆: 

5:       Encode state; choose action with ε-greedy 

6:       Generate key, perturb parameters, commit to blockchain 

7:       Update trust, entropy, latency; compute reward 

8:       Store transition; update agent via replay buffer 

9:   End For 

10: End For 

11: Return policy 𝜋∗ 

 

4.4 Training Protocol 

Table 2 shows that the reinforcement learning agent was trained over 500 episodes of simulated network dynamics, with each 

episode consisting of 1,000 decision steps. The transformer-DQN architecture was implemented in PyTorch. 

Table 2: Training Hyperparameters for Transformer-DQN 

Parameter Value 

Number of Episodes 500 

Steps per Episode 1000 

Learning Rate Specify (𝟑 × 𝟏𝟎−𝟒 with Adam optimizer) 

Discount Factor (γ) 0.95 

Replay Buffer Size 50,000 transitions 

Target Network Update Interval 100 steps 

Chaotic Perturbation Strength (φ) Initialized at 0.1, adapted via entropy feedback 

Blockchain Consensus Timeout 500ms (PBFT) 

Replay Strategy Prioritized experience replay 

Model Architecture 12-layer Transformer-encoded Deep Q-Network 

https://doi.org/10.25195/ijci.v51i2
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Fig. 3 Training dynamics: a) Reward Convergence across episodes and b) Entropy Deviation reduction during chaotic map 

perturbation learning. 

In Figure 3, the training dynamics will be depicted: (a) Reward Convergence per episode and (b) Entropy Deviation reduction 

in chaotic map perturbation learning. The chaotic map perturbation strength η in equation (4) was also set at 0.1, and it was  

changed during training to measure entropy. Consensus timeout was fixed to 500ms in the blockchain so as to compromise 

liveness and network delay tolerance. 

4.5 Security Attack Models 

We evaluated resilience against three threat scenarios: 

Eavesdropping Attacks: Adversaries attempting to predict future keys from intercepted sequences. 

Byzantine Node Collusion: Malicious validators coordinating to approve invalid key updates. 

Timing Analysis: Exploiting key refresh patterns to launch synchronization-based attacks. 

Each attack was simulated for 1,000 iterations with varying adversary capabilities (10-40% compromised nodes). The metrics 

were documented every second during the attack periods. 

5. RESULTS AND ANALYSIS 

The experimental assessment demonstrates the efficacy of the proposed framework across various aspects, including 

cryptographic strength, operational performance, and resistance to adversarial threats. 

 

5.1 Key Update Dynamics and Entropy Preservation 

The adaptive key scheduling mechanism effectively balances chaotic entropy and network constraints, as shown in figure 4. The 

MDP-driven policy dynamically adjusts key update intervals in response to fluctuations in chaotic sequence entropy, maintaining 

Ec(t) within 5% of the theoretical maximum Emax. Notably, the system reduces update frequency during periods of high network 

latency (e.g., at t = 120s), prioritizing consensus completion over entropy maximization.  
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Fig. 4 Key Update Interval and Chaotic Sequence Entropy over time 

In quantitative terms, the proposed method attains a mean Entropy Deviation ED of 0.023 bits, markedly smaller than the 

adaptive chaotic baseline (0.087 bits) and static interval method (0.152 bits). This establishes that the non-linear perturbation 

mechanism in equation (4) successfully reduces finite-precision artifacts in chaotic map implementations. 

5.2 Reward Optimization and Trust-Aware Adaptation 

Figure 5 shows the robust relationship between network trust scores (Nt) and the MDP reward values, which supports the multi-

objective optimization framework. The scatter plot shows a near-linear relationship (R2 = 0.89) for Nt > 0.6, indicating that the 

reward function in Equation (3) appropriately weights trust metrics against entropy and latency. Below this threshold, the system 

prioritizes entropy recovery through more frequent chaotic parameter resets. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5 Relationship between Network trust score and Reward value 
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The 3D surface plot in figure 6 further illustrates how the reward function navigates the trade-off space between Ec and Nt. The 

curved shape of the surface indicates that the MDP acquires the ability to avoid areas with extreme values (such as high entropy 

paired with low trust), ultimately reaching Pareto-optimal solutions where the two metrics achieve equilibrium. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6  Reward function in terms of Chaotic Entropy and Network Trust-Score 

5.3 Comparative Performance Analysis 

Table 3 provides the summary of the quantitative comparison with baseline methods in all the evaluation metrics. The suggested 

framework offers 3.2 times higher Key Compromise Resistance KCR than the most optimal baseline since the adversarial should 

conquer a minimum of 12 contiguous nodes, but other techniques only require to conquer 4-9 nodes. This is because of irregular 

renewal of keys and trust indicators confirmed by blockchain that interfere with the coordination of attacks. 

Table 3: Performance comparison with baseline methods 

Metric Proposed Static Interval Adaptive Chaotic Blockchain-Only 

KCR (# nodes) 12.1 4.3 7.8 9.2 

ED (bits) 0.023 0.152 0.087 N/A 

Latency (ms) 86 72 210 145 

FLR (%) 3.7 5.2 8.9 6.4 

Energy (mAh) 42 38 67 53 

 

Although introducing a modest 10.5% latency increase compared to static scheduling, the framework continues to achieve sub-

100ms end-to-end key delivery, which is essential for real-time video streaming. The transformer-DQN architecture shows 

notable efficacy in high-loss environments, achieving a 29% decrease in Frame Loss Rate FLR relative to key management 

based solely on blockchain. 

5.4 Attack Resilience Evaluation 

During eavesdropping attacks, the combined chaotic-blockchain system shows a 98.7% key sequence prediction inaccuracy, 

compared to 82.1% for chaotic maps alone. This improvement stems from the MDP’s dynamic alteration of chaotic parameters 

based on trust signals derived from the blockchain, which introduces non-reproducible noise patterns. 

Despite Byzantine collusion, the system maintains 100% key integrity even when 35% of validators are malicious, thanks to the 

BFT consensus. Timing analysis attacks prove ineffective due to the policy’s stochastic update intervals (σ = 2.8s), unlike the 

predictable patterns in static (σ = 0s) and entropy-triggered (σ = 1.2s) baselines as shown in figure 7. 

https://doi.org/10.25195/ijci.v51i2
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Fig. 7 Attack Resilience under Byzantine Collusion (illustrative) 

5.5 Computational Overhead and Scalability 

The chaotic generator accelerated by the GPU runs 1,024 parallel key streams at a rate of 850 updates/s hence utilizing only 18% 

of the Jetson module computation capability. The transformer DQN inference adds 9ms latency per decision, which is paltry 

compared to the recommended minimum action time of 1s. Network scalability tests demonstrate that throughput grows at a 

linear rate to 50 nodes, whereas, Figure 8 shows a time-invariant performance of the computation of trust scores using Merkle 

tree aggregation. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 8.  Network Scalability: Nodes vs Throughput (illustrative) 

6. DISCUSSION AND FUTURE WORK 

6.1 Limitations of the MDP-Driven Chaotic Blockchain Key Scheduler 

There is need to examine certain constraints despite the proposed framework being far much better than the current methods. In 

scenarios where UAVs move very much the credibility of the principal deliveries can be disturbed since the present MDP state 
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space fails to directly consider the physical-layer features e.g., multipath fading and Doppler shifts. This is due to the fact that 

the state space in MDP does not give such details. The transformer-DQN framework also requires continuous retraining under 

various circumstances. Such tactics cannot be applicable to every network configuration and this is the reason why this is 

occurring. This is what's causing it. Since it is configured to operate synchronously, the blockchain consensus mechanism is 

Byzantine fault tolerant and has an inherent latency floor. This aspect is even more evident when using large deployments of 

more than 100 nodes. Imposing such limits, we prepare ground to the possible improvements of the design in further versions. 

6.2 Potential Application Scenarios Beyond UAV/Drone Video Streaming 

Therefore, the elements of the integration of chaotic-blockchain MDPs can be applied in a variety of fields, where time 

constraints are of the essence, and adaptable security is needed. It is so due to the nature of the process of merging. Industrial 

IoT networks can use methods like those discussed above to have dynamically authenticated devices. The trust scores in this 

case, denoted N t, will be able to access provenance data obtained via manufacturing blockchain oracles. It can be seen that the 

entropy-conscious scheduling of the framework can be applied to the platoons of autonomous cars as well as to V2X where 

critical updates need to be sent to ensure that the vehicle movements are synchronized. These two locations have shown the 

potential of this system, and it has been proven to be worthwhile. There is yet another tempting application of the advanced grid 

protection technologies. To avoid attacks in it, such systems can relate chaotic disturbances to measurements of power flow. 

This is in order to avoid attacks. Cryptographic flexibility is required in numerous kinds of applications when it comes to dealing 

with deadlines and meeting the requirements of people and groups. It is this problem that we are trying to address using our MDP 

method. 

6.3 Robustness of the System Against Attacks 

Further investigation into more intricate threat models is also crucial for the future. This is correct regardless of whether the 

system appears impenetrable to conventional cryptography techniques. Theoretically, adaptive adversaries in a stable network 

might use reinforcement learning to analyze the MDP policy and discover patterns in the state-action mappings. When the 

network remains stable, this holds. Assuming they employed reinforcement learning, this would transpire. Everything depicted 

here would happen if they used reinforcement learning. For activities where the network's behavior is constant, this becomes 

considerably more apparent. Currently, adversarial training approaches are not being utilized, even though they may be more 

effective when learning policies. The current approach works well for this problem because it continuously resets the chaotic 

conditions. A more effective approach, though, could be to make better use of comparable tactics. Another issue is that the 

current process for determining the blockchain's reliability is not working well. An astute adversary could alter Nt values by 

strategically timing Sybil assaults to occur just before crucial updates are scheduled. This can be accomplished by carefully 

timing Sybil's attacks. This is certainly not completely implausible, but it is possible. For such tasks, further research on 

Byzantine-tolerant trust aggregation systems is required. Using strategies like decentralized identity anchoring [20] is one way 

to accomplish this. The article concludes that adaptive security systems operate in a competitive, dynamic environment. The 

security methods used must be regularly updated to keep pace with the ever-evolving ways these systems can be compromised. 

Maintaining the system's security requires this. 

7. CONCLUSION 

To broadcast video from an Unmanned Aerial Vehicle UAV, the existing framework effectively bridges the gap between 

cryptographic power and operational speed. This is achieved via the method's utilization of a novel blend of MDPs, blockchain 

solutions, and chaotic maps. In the system's eyes, adapting to the times is the key to solving the major scheduling challenge. Its 

stated goal is to find a happy medium between entropy preservation, trust checking, and network slowdown. This objective is 

achieved without the need for a governing body or regulations. The results show a significant increase in essential compromise 

resistance. Compared to the baselines, it has improved by a factor of 3.2. Apps requiring real-time video also need a delivery 

latency of less than 100 milliseconds.  

Much more security is achieved by including a non-linear relationship between disruptive map chaos and trust signals generated 

by blockchain technology. In low-accuracy chaotic systems, periodicity mistakes are widespread; this layer can help repair them. 

As network conditions vary, the transformer-augmented DQN architecture excels at handling multiple state inputs. As a result, 

the likelihood that the decisions will be top-notch increases. Because of the framework, people are making decisions that are 

improving with time. Additionally, BFT is open to enhancements that ensure the system can withstand Byzantine faults, even 

with a 35% likelihood that validator nodes will be compromised. This is because the system was designed to function properly 

even in the presence of Byzantine faults. It has been demonstrated that GPU-accelerated chaotic generators and lightweight 

blockchain oracles can function on low-resource UAV hardware. This holds great significance. For long-term drone swarm 
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applications, the fact that the system can grow to fifty nodes without slowing down trust computation is a big plus. The open-

source prototype demonstrates that the framework's modular design supports direct compatibility with existing ROS 2 Unmanned 

Aerial Vehicle UAV systems. 

There are numerous potential uses for the basic ideas of adaptive entropy management and consensus-aware scheduling to 

enhance the security of dynamic distributed systems. While the primary focus of this work is on video transmission from UAVs, 

the underlying concepts have many potential applications. Researchers may investigate the potential of cryptographic flexibility 

to enhance the security of smart power grids, the industrial Internet of Things, and automotive communication networks in the 

future. All of these domains require cryptographic flexibility when speed is critical. By combining chaotic cryptography, 

decentralized trust, and reinforcement learning, this research lays the groundwork for next-generation adaptive security systems. 

In terms of the field as a whole, this study is revolutionary. 
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