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1. INTRODUCTION 

Biometric identification is an essential component of document verification and information security systems and is driven by 

the increasing requirement for safe, convenient, and reliable methods of authentication. Although unimodal biometric systems, 

such as fingerprint and iris scanning systems, are currently being widely used, there are certain inherent limitations to such 

systems, such as intra-class variability, inter-class similarities, vulnerability to spoof attacks, and degradation due to uncontrolled 

environments [1]. However, to overcome the aforementioned drawbacks, there has been an increasing trend of research interest 

in multimodal biometric identification systems, which use the combination of various biometric characteristics to minimize the 

rate of errors and maximize the ability of detecting fraud. The advancement of this area has been significantly facilitated by the 

application of deep learning methodologies, with a focus on Convolutional Neural Networks CNNs. CNN-based approaches 

have proved to be effective in image-related tasks, ranging from generic computer vision applications [2] to biometric recognition 

systems. In multimedia biometric systems, which combine modalities like iris, face, and fingerprint, CNNs have been 

successfully used for spatial extraction and initial fusion [3]. Despite the success that CNN-based models have shown, there exist 

some inherent structural limitations in these models. This is because the localized receptive fields in these models hinder the 
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Biometric recognition systems have evolved from modal-uni  systems to modal-multi  

frameworks, improving both accuracy and robustness. Deep learning has been at the 

forefront of this evolution, and Convolutional Neural Networks CNNs have been the 

foundation for biometric fusion systems due to their ability to tap the spatial features of the 

input data. However, CNN architectures have inherent challenges in handling long-distance 

dependencies, as well as inter-modal dependencies, within the biometric modalities. In this 

narrative review, the architectural development of deep learning models used in multimodal 

biometric fusion systems will be critically discussed, from the use of CNN-based models 

and Recurrent Neural Networks RNNs, including Long Short-Term Memory LSTM 

architectures, towards the development of hybrid and transformer models. This article will 

also discuss the different levels of biometric fusion, including fusion at the sensor, feature, 

score, and decision levels, and will synthesize the challenges associated with multimodal 

biometric fusion systems. Through the analysis of research gaps in existing studies, as well 

as the motivations behind the transition to new architectures, this literature review points to 

the combination of CNNs and Transformers as an area of great promise for the development 

of scalable, transparent, and robust multimodal biometric fusion systems. 
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modelling of long-term dependencies and complex inter-modal relations, which are necessary for successful multimodal 

biometric fusion. With the growing complexity in biometric systems and the diversity in the number of biometric modalities, the 

above-mentioned limitations become more apparent. Current research shows that the use of transformer models, which 

incorporate the attention mechanism, is a more efficient approach in modelling global contextual relations in heterogeneous 

biometric data. This has been evidenced in models that incorporate iris and ECG biometric modes based on the Swin-Transformer 

architecture, which have shown improved performance over the previous CNN-based models [4]. On the other hand, the need 

for an effective transition has led to the development of hybrid CNN & Transformer models, which try to combine the strengths 

of CNNs in local feature extraction with the global modelling power of transformers. These hybrid models have shown great 

promise in the related area of medical image segmentation, where they successfully combined local and global information [5]. 

In the area of cliometrics, multi-modal fusion approaches based on CNNs, such as the fusion of finger knuckle print & fingernail 

patterns at different fusion levels, achieved enhanced accuracy over uni-modal approaches [6]. These methods, however, are still 

limited by the fact that CNNs are incapable of exploiting the global correlations that are typical of complex biometric patterns. 

Apart from issues of performance, security and protection of templates have also been treated through CNN-based architectures. 

In particular, cancelable CNN architectures for the fusion of iris and fingerprint biometric traits have shown remarkably low 

EERs, which is an indication of high recognition rates and protection of templates against misuse [7]. Although these works 

prove the success of CNN-based fusion in the initial design phases of biometric solutions, at the same time they also point out 

the limitations of architectures in terms of scalability and interpretability. 

Although there is an increasing number of research works focusing on CNN-based, hybrid, and transformer-based biometric 

systems, the current reviews have given less emphasis to the architectural evolution that exists between the CNN-based 

architectures and the attention-based transformer models. This is because there is still minimal research work focusing on the 

architectural evolution. 

The review fills that gap by conducting a critical narrative analysis of the evolution of neural architectures in multi-modal 

biometric fusion, tracing the path from CNN-based architectures to hybrid architectures and transformers. This review brings 

focus to architectures, their motivations, trade-offs, and levels of fusion to provide a structured view of open challenges and 

future research trends. 

In keeping with this purpose, the review is informed by the following research questions: 

- What were the CNN model architecture limitations that led to the shift to hybrid models and transformer models in multimodal 

biometric fusion? 

- What impact has the development in the architecture of the models, from CNN to Hybrid and then Transform models, had on 

biometric fusion approaches at various fusion levels, namely Sensor, Feature, Score, and Decision levels? 

- How do transformer architectures and the hybrids overcome the issues of modelling global and cross-model relationships as 

opposed to the previous CNN and RNN / LSTM architectures?  

- What are the open architectural questions in multimodal biometric fusion systems that remain even with recent advances in 

transformer architectures? 

2. LITERATURE REVIEW METHODOLOGY  

This narrative review has been carried out through major academic databases such as Scopus, Web of Science, IEEE Xplore, 

ScienceDirect, and Google Scholar, by using structurally defined keywords related to multimodal biometrics, biometric fusion, 

and deep architectures such as CNNs, Transformers, and their combinations. The inclusion criteria have been limited to peer-

reviewed journals and high-quality conferences only, with the time span of the inclusion criteria limited to studies published 

between 2018 and 2025. Studies related to unimodal biometrics, outdated studies, and studies with less technical relevance have 

not been considered. However, some relevant studies from the early days have been intentionally considered in this narrative 

review to present theoretical background knowledge related to the architectural advancements towards hybrid and transformer-

based multimodal biometric fusion. The selected studies have been reviewed by using a qualitative narrative review process. 

3. BASIC CONCEPTS 

3.1 Biometric Methods 

The identification systems have also incorporated the use of physiological techniques, which include fingerprints, iris scans and 

even facial expressions as part of the system. These approaches fall under three categories depending on their traits: universality, 

permanence, and individuality. An example is that fingerprints are formed during pregnancy and assume various patterns, thus 

creating differences between people, even twins. This biological uniqueness is what makes them a settled reference method of 

biometric security [8]. Concerning facial recognition technology, it is true that though extensively used, it has become more 
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sensitive to external factors like light, orientation, and facial expression, among others. Although recognition accuracy has been 

greatly improved, mostly due to the development of deep learning, many systematic reviews show that issues still exist, especially 

in non-controlled settings or in the real world [9]. These limitations were intensified by the COVID-19 pandemic, because the 

face was largely covered by the mask, which adversely affects the efficacy of the facial recognition systems. Recent research 

indicates that it is an urgent task to create specialized deep learning architectures. Besides good forgery detection schemes and 

large and well-classified data used to reduce such impacts [10] [11], and since it has high entropy and stability over time, the iris 

is one of the most effective and predictive features to be used in the identification of individuals. The conventional system of iris 

recognition is used to carry out five tasks most commonly, namely, image capture, segmentation, normalization, feature 

extraction and final matching. Research has shown that segmentation is very important, and therefore, proper segmentation will 

have a direct influence on recognition. Recent CNNs-based models, and notably U-Net and variants, have been found to be more 

resistant to frequent obfuscations including eyelids, eyelashes and brilliant reflections [12] [13]. Nevertheless, iris recognition 

systems are subject to hacking. Counterfeit contact lenses and high-quality reproductions of images are good targets of such 

serious forgery attacks. Biometric detection mechanisms are used in order to overcome these vulnerabilities. Such techniques 

have outperformed the traditional, manually developed feature methods in accuracy and generalizability [14]. Despite its strength 

and popularity, Biometrics has inherent weaknesses. Physiological biometrics have the basic constraints of the environment in 

which controlled data is gathered, and are prone to falsification. These restrictions have triggered interest in merging behavioral 

characteristics with multimedia integration models.  

Behavioral biometrics is a prominent trend in verification systems, capable of modeling the analysis of behavioral patterns that 

individuals naturally display when using smart devices. Recent researches have shown that these patterns are distinguished by a 

distinct level of individuality and consistency in the systematic recording, which makes them an adversary of physiological 

measurements [15] [16]. It has been found out that behavioral characteristics like writing, gait and touch offer an extra remedy 

since it does not involve direct manipulation by the user, as well as being hard to counterfeit [15] [16]. Gait recognition is also 

one of the most unique behavioral approaches because of its ability to be sampled at long distances, not requiring human 

cooperation, and relatively stable with respect to its development, as well as its inability to be imitated. Such analyses have been 

applied to consider feature extraction algorithms, classifier structures, and specialized databases in this area [17]. Other 

behavioral patterns, including dynamic signatures, voice, and keyboard input dynamics, also have a certain degree of accuracy, 

albeit they are relatively cheap and easily incorporated into intelligent verification systems [18]. 

Despite the challenges associated with behavioral change over time and its susceptibility to environmental conditions, the general 

trend in research indicates a significant performance improvement when multiple behavioral patterns are integrated or when deep 

learning techniques are used to address variability and enhance the generalizability of models. 

3.2 Levels of Biometric Fusion  

Integration methods in multimodal biometric systems are divided into four main levels: sensor, feature, score, and decisio. Each 

level has unique advantages but also inherent technical challenges in processing and integration. Figure 1 illustrates the different 

levels of multimodal biometric fusion. 

 

 
 

 

Figure 1: Different levels of multimodal biometric fusion 

 

3.2.1 Sensor-Level Fusion 

At this stage, a combination of biometric data of various sensors is done and then features are extracted. This gives a full 

representation of the biometric information, though it also needs a high accuracy of synchronization and calibration between 

sensors. Indicatively, multispectral facial recognition studies have revealed that when only visible light is used, this will greatly 

decrease the accuracy of uncontrolled data. Conversely, the solution to the weak point of the system is to add near-

infrared/thermal imaging channels [19] [20]. Another technology that has been offered to combine high and low-frequency 
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details is microwave-based pixel fusion among others and enhancing cross-spectral recognition [21] [22]. Sensor-level 

integration has the following benefits, but is computationally intensive and usually not practical in a real-time application since 

it demands a precise sensor alignment. 

3.2.2 Feature-Level Fusion 

Feature-level data integration is a method of combining vectors derived from different methods or techniques into a unified 

representation. This type of integration contains a vast amount of information, allowing the system to exploit correlations and 

integrations between different techniques, thereby improving the accuracy of analysis or prediction. Among the most commonly 

used methods are vector integration, dimensionality reduction, and attention-based weighting mechanisms. For example, 

integrating fingerprint and signature features early can achieve higher accuracy than integrating them later [23]. Furthermore, 

facial and finger vein recognition has been shown to reach up to 98% accuracy using an attention-based integration model [24]. 

However, template security remains a significant concern. To address this issue, newer methods, such as reversible softmaxOut 

integration networks, have been developed to maintain high levels of recognition accuracy while ensuring the protection of 

sensitive biometric information [25]. 

3.2.3 Score-Level Fusion 

Score-level merging is one of the most common methods because it strikes a good balance between ease of use and accuracy. 

Instead of using raw features, we normalize and merge matching scores with each classifier using methods such as reference 

summation or logistic regression [26]. Notable examples include the merging of 3D facial and ear recognition systems, which 

achieved 99.25% accuracy [27] , and the merging of finger and vein texture features, which achieved 99.62% accuracy [28]. 

However, score-level merging methods may not make optimal use of discriminatory information compared to feature-level 

merging because they operate on smaller intermediate outputs. 

3.2.4 Decision-Level Fusion 

Decision integration in multi-biometric systems is implemented by combining independent decisions from each module after 

they have been separately classified. A unified decision is reached by using AND / OR rules or more advanced techniques such 

as Majority voting, Bayesian fusion, and Dempster-Shafer. This increases verification reliability when only binary decisions 

from matching systems are in agreement [29]. Modern banking applications have demonstrated that probabilistic decision 

techniques, such as pattern integration via Dempster-Shafer theory, give the system a greater ability to balance rejecting a 

legitimate user and preventing the acceptance of a forger, especially when there is conflict or uncertainty between biometric 

patterns [30]. Furthermore, literature reviews indicate that this level is most effective when used as a final layer on top of 

information-rich integration levels, such as feature or score integration, to reach a decision in highly sensitive multi-biometric 

systems [31]. Table 1 summarizes the comparison of recent multimodal biometric fusion approaches. 

 

Table 1: Comparative summary of recent multimodal biometric fusion studies 

 

Ref Modalities Fusion Level Dataset Scale Model Type 

Key 

Performance 

Metric 

[32] Face + Fingerprint Score-level 
150 subjects (450 face + 450 

FP images) 

Wiener filter + 

BRO-DCNN 

Accuracy= 98 %, 

Precision =99 %, 

Specificity=96 %, 

Sensitivity =94 %  

[33] Face + Fingerprint Feature-level 
SDUMLA-HMT (~900 

subjects) 

SIFT + BCO-

AKSVM 

f1-score=99 %, 

recall=98 %, 

accuracy=97 %, 

precision=88 % 

[34] 
Latent Fingerprint + 

Iris 
Score-level Public benchmark datasets 

CNN + Gabor 

matching 

EER values as 

low as 0.043 

[35] 
Fingerprint + Face + 

Iris + DNA 
Score-level 

500 subjects (140 tetra-

modal) 

Modality-specific 

matchers + 

Choquet Integral 

(PSO) 

EER = 0.1% 



Iraqi Journal for Computers and Informatics   707DOI: 10.25195/ijci.v52i1   

 

226 
 
 

[36] 

Face + Fingerprint + 

Palmprint + Voice + 

ECG + Ear + 

Periocular 

Score- & 

Decision-level 

306 subjects (9 modalities, 

age 8–90) 

CNNs + RNNs 

(baseline 

evaluation) 

Accuracy = 0.998 

[37] Face + Fingerprint 
Score-level 

(spoof-aware) 

Public anti-spoofing 

benchmarks 

Anomaly-based 

fusion + bagging 

EER = 0.47–

1.81% 

[38] 
Face + Dynamic 

Signature 
Feature-level 25 subjects (1750 samples) 

CNN + 

LSTM/GRU/TCN 

Accuracy=98%,  

f1-score= 97.9% 

 

As shown in table 1, the performance differences are significant with respect to the fusion level and the size of the dataset. 

Smaller and more controlled studies are likely to report more optimistic measures of accuracy, while more realistic measures,  

such as Equal Error Rate, are more typical of large-scale tests of security-related benchmarks. On the other hand, more recent 

work has started using deep learning models for combining behavior and physiological biometrics, while dataset-related studies 

are providing necessary baselines. 

4. NEURAL ARCHITECTURES 

Neural network architecture is an essential component of AI research and has continued to develop as the complexity of the data 

being handled has increased. This has significantly improved the efficiency of models in learning and processing data. It is 

evident that the development is moving away from the traditional models and towards advanced models based on attention 

mechanisms. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: The evolution of AI architectures from CNN to Transformers 

 

4.1 Convolutional Neural Networks CNNs 

 CNNs are a fundamental architecture in deep learning, particularly in computer vision. Their advantage lies in their ability to 

automatically learn a set of features and extract deep feature representations from raw visual data. This makes them effective in 

single-mode biometric tasks such as iris recognition, facial recognition, and fingerprint matching. As research has progressed, 

more complex CNN architectures have been developed, such as DenseNet, VGG and ResNet. These models have managed to 

overcome the main structural issues like gradient vanishing and have also added new features like residual connections. Through 

these architectural enhancements, the networks have been able to become deeper, more stable, and more efficient [39] [40] [41] 

[42]. Although CNNs are very efficient in deriving spatial patterns, they are not easy to use. They involve very complicated 

computational processing and massive and classified training datasets, which are not feasible when the resources are limited or 

when there is an immediate requirement in the application. CNNs have a weakness of not extracting long-range relationships 

and cannot combine features of different sources, like images and sound, so they cannot be easily applied in multimodal biometric 

systems. In order to address such constraints, hybrid models are being developed in order to fill the gap between CNNs and 

Transformer models. These hybrids make use of the advanced spatial analysis of convolutional networks and the temporal or 

cross-modal context of Transformer models [41]. 
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4.2 RNNs and LSTMs 

RNNs are made in a specific way to process sequential data. Such networks also employ some form of memory, which enables 

them to store the information remembered during the past, and it is therefore an appropriate type of network to analyze behavioral 

biometrics, including gait patterns, voice patterns and keystroke patterns [43] [44]. Yet, the classical RNNs have a disadvantage 

of gradient vanishing, thus they cannot easily know how data relates with time. Long Short-Term Memory LSTMs and Gated 

Recurrent Units GRUs have been able to solve this problem. This network architecture exploits advanced memory through smart 

gates, and it is more effective in governing the information flow over time, thereby assisting the model in short term retention of 

useful intermediary results [45] [46]. The uses of LSTMs are not limited to biometrics; they are also used in fields such as 

hydrology, natural language processing, sensor-based prediction systems, and other advanced applications [47] [48] [49] [50] 

[51]. However, these networks may overburden computers and do not operate as efficiently as newer models. Attention-based 

models are gradually gaining a larger share of Long Short-Term Memory Networks LSTMs in integrating behavioral biometric 

data; however, LSTMs are still useful. 

4.3 Transformers and Attention Mechanisms 

Attention mechanisms have fundamentally changed how neural networks handle data. Initially introduced for tasks such as 

machine translation [52]. Attention enables models to focus on the most important parts of an input sequence at any given 

moment. Transformers have further developed this mechanism by replacing the sequential nature of Recurrent Neural Networks 

RNNs with self-attention layers. This new approach allows for simultaneous data processing and a better understanding of long-

range dependencies, significantly accelerating tasks involving large datasets [53]. In computer vision, Vision Transformers ViTs 

have adopted this concept by segmenting images and processing them as sequences. The result is superior performance in 

classification and recognition [54] [55]. Transformers have also been effectively used in biometrics as receiver models or 

integrated with CNNs. in hybrid systems. These methods have achieved remarkable results in integrating multimodal biometric 

data, combining physiological (fingerprints, face, veins) and behavioral (gait, voice) identifiers [56] [57]. Another key advantage 

of attention mechanisms is their transparency, as they provide the possibility of interpretation by highlighting the parts of the 

input that the model focuses on for decision-making, a crucial feature for biometric systems that require trust and accountability 

[58] [59]. However, transformers models still consume significant resources despite all the advancements. The main 

characteristics and performance differences of common deep learning models are presented in table 2 

 

Table 2: Comparison of Deep Learning Architectures in Terms of Structure, Uses, and Performance 

Ref Structure Uses Performance 
[60] [61] CNNs (Conv and Pooling) Images and computer vision Strong in vision but weak in sequence 

[62] [63] RNN Text, speech, and time series Good for short, but weak for long 

sequences. 

[64] [51] LSTM (RNN and Gates) Long texts and translation For long sequences, it’s better than 

RNN. 

[52] [58] Attention NLP and machine translation Solves context-loss problem 

[53] [65] Transformers NLP, vision, multimodal The strongest and fastest architecture 

 

  

5. HISTORICAL DEVELOPMENT OF NEURAL STRUCTURES 

5.1 Convolutional Neural Networks and Feature-Level Integration 

CNNs have the capability of automatically deriving hierarchical and complicated features of the raw data. This has changed the 

multimodal biometric data integration methodology. CNNs are a major advancement in the domain of feature-level integration 

processes because they have the capacity to combine various biometric inputs, e.g. facial characteristics, iris scans, and 

fingerprints, in one image. This integration enhances the accuracy of the system in addition to making the system more efficient, 

reliable and less repetitive. There is an emerging evidence on the improvement of biometric authentication systems that shows 

that the method is much better in enhancing the overall performance of the systems. Indicatively, a research study [66] on 

multimodal hand biometrics revealed that the feature integration of deep learning was significantly better than the conventional, 

manually designed feature methods. A second example is an investigation [67] which created a convolutional neural network-

based model with the help of face, finger veins, and iris features. Their incorporation technique led to an almost perfect 

recognition and ability, obviously exceeding the capacity of single mode systems. Likewise, [68] examined a fingerprint and 

ECG hybrid type of data by sequential integration approach with CNNs. This compound was not only able to capture the features 

of space, but it was also able to encode physiological signals, and thus identity verification was more accurate. Most intriguingly, 

data integration with CNNs is also effective outside the conventional biometrics, as well. An example is the work of [69] who 

created an audiovisual network of data which fused facial and speech. Their model was also better than single-mode systems in 

voice verification and identity. Though not directly correlated with biometrics, CNNs integration is among the most effective 
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and new approaches to the combination of various biometric patterns. Moreover, this practice has certain disadvantages. CNNs 

are not appropriate with temporal and sequential data since they demand a lot of computing power and cannot be used in gait 

patterns or keystroke patterns. Thus, they are not that useful in certain cases. Those restrictions shed light on the increased 

demand of models that can effectively work with sequence dynamics, such as recurrent networks or attention-based models, 

which will be discussed in the subsequent sections. 

5.2 Fusion Using LSTMs and RNNs  

CNNs are ideal for biometric systems. However, they are not well-suited for modelling time-changing patterns. This limitation 

is particularly pronounced in dynamic or sequential biometric patterns, such as Electrocardiogram ECG signals, dynamic 

fingerprints, and gait analysis. To overcome this shortcoming, Recurrent Neural Networks RNNs have emerged as a promising 

technological solution, but Long Short-Term Memory networks LSTMs have proven more successful. LSTMs are characterized 

by an internal memory state and "gate" control, meaning they can retain information for extended periods, unlike conventional 

recurrent networks. These characteristics make them particularly suitable for handling time-changing biometric data and are 

therefore well-suited for analyzing this type of data. Consider, for example, ECG-based biometric authentication. A deep LSTM 

was applied to model the sequential nature of cardiac signals, resulting in highly accurate identification. This demonstrates that 

adding temporal modelling to recognition tasks significantly improves performance, [70]. Hybrid Convolutional Neural Network 

CNNs-LSTM architectures are gaining popularity for improving biometric data integration. In these models, CNN layers are 

first used to detect spatial features, and then LSTM layers are used to learn how the sequence depends on time. This layered 

approach enables feature-level integration, combining the spatial sensitivity of CNNs with the time-learning ability of LSTMs  

[71]. An example of a hybrid approach in the real world is multimodal biometric systems. Here, CNN layers were applied to 

obtain initial features, and LSTM layers were applied to find out how things evolve with time. This approach enhanced the 

accuracy and the stability of the recognition process, particularly when multiple biometric features are combined [72]. LSTMs 

are also very flexible in terms of incorporating multimodal biometric information, e.g. the integration of facial image with 

dynamic input. In one study, TCN, GRU, LSTM and CNN networks were used together to align spatial facial features to the 

temporal information presented by handwritten signatures. Among these networks that have been the most important in terms of 

modelling sequential signature patterns and matching them with stationary face information are the Long Short-Term Memory 

networks LSTMs. The incorporation of this fusion method is strong and effective in different situations of data collection [38]. 

Besides, LSTM models also provide a solution to continuous authentication systems, where a user is continually authenticated 

according to the current receipt of behavioral and physiological samples. In short, the combination of Recurrent Neural Networks 

RNNs and Long Short-Term Memory networks LSTMs into biometric data fusion schemes allows designing intelligent 

recognition systems which are capable of adapting to the environment in which they are deployed and knowing which task they 

are supposed to accomplish, which is paramount in the current state of cybersecurity [73]. In brief, the combination of Recurrent 

Neural Networks RNNs and Long Short-Term Memory networks LSTMs in the biometric data fusion schemes enables achieving 

a quantum leap in the design of intelligent recognition systems, which are able to adapt to the spatial and temporal continuity is 

also done exceptionally well in this architecture, opening the way to even more developments like transformer-based fusion 

models and attentional mechanisms [38] [74]. 

5.3 Attention Mechanisms and Transformer-Based Fusion in Biometrics  

Attention mechanisms, particularly those popularized by transformer architectures, are essential for enhancing the capabilities 

of biometric integration systems. As previously mentioned, these mechanisms were originally developed for natural language 

processing models and help the model focus on the most important inputs. In the context of biometrics, this means that the model 

can give greater weight to high-quality data and less weight to noisy or poorly informed data. The result? Less random and more 

discriminating and stable representations. Recent research highlights the impact of attention mechanisms during the integration 

phase of multimodal biometrics. As a practical example, researchers at [75] developed a multimodal fingerprint recognition 

model by combining two mechanisms: channel focus and a cryptographic integration strategy. This approach helps the model 

find more useful channels in different types of media, such as finger veins and fingerprints. This reduces unnecessary redundancy 

and improves recognition accuracy by preserving the structural relationships between these media types. At the same time, he 

was among the few who discovered different Transformer architectures for mobile device gait recognition[76]. These 

architectures include Vanilla Transformer Informer, Autoformer and Block- Recurrent Transformer. They found that 

Transformers performed better than standard CNNs and RNN models at least on the ability to capture time dependencies over 

long times in devices or environments of limited resources. To elaborate on the area of foot gait recognition,[77] trained a self-

learning model based on a variety of variants of the Vision Transformer (ViT), including TwinsSVT and CrossFormer. Their 

model had the ability to learn the dynamics of motion without being provided with labeled data. It was also interesting to note 

that the hierarchical attention of CrossFormer made it experience high performance even in the case of a noisy real-world gait 

data. As an example, [78] applied a ViT-based model referred to as Gait-ViT with gait energy images (GEIs). This data was 

divided into small parts and the model obtained almost perfect results in a number of tests. This showed that attention-based 

models can be effective in managing variations in gait patterns and viewpoints. Along with the gait analysis, attention 
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mechanisms are also employed in physiological biometrics. In their study,[79] introduced the FV-MViT which is a lightweight 

Transformer based finger vein recognition. Their model employed a self-attention that was decoupled and using a two-path 

residual block to effectively extract both local and global information. The net effect of this was a high degree of accuracy and 

very little power consumed in processing. In a different paper,[80] proposed the AuthFormer identity verification framework, 

which was a Transformer-based framework that could be modified to suit the requirements of older users. The system integrates 

all available biometric signals with dynamism which involve tabulated residual networks and cross-attention modules. It had a 

high level of accuracy of almost 99 percent and it had a low level of complexity which is a very important aspect since it is easy 

to use in practical use. 

Attention mechanisms, in their various forms—from self-attention to channel focusing and multimodal integration—shape 

biometric data integration methods. Integrating these mechanisms into the Transformer architecture has been pivotal in 

developing smarter, more flexible, and scalable systems that clearly outperform traditional methods in terms of accuracy and 

efficiency. 

6.  A COMPARISON OF NEURAL ARCHITECTURES IN BIOMETRIC FUSION SYSTEMS  

A convolutional neural network (CNN) has always formed the foundation of biometric recognition systems because it is good at 

local patterns, edges, and the detection of spatial features such as texture. Nevertheless, such networks have intrinsic receptive 

field limitations, which limit the capacity of their networks to pick up global contextual associations, which is of key importance 

in complex biometric tasks that require positional effects, occlusions, and multimodal inputs. This weakness has been validated 

by recent literature, which found that CNNs can reliably and quickly represent local representations, but fail to represent long-

range relationships[81]. Conversely, transformer-based architectures can represent the global relationship between spatial (or 

sequential) data using attention mechanisms. These models are more suited to handle long-range dependencies, and this is why 

they perform better than CNNs in tasks such as face recognition in challenging scenarios, such as when the distance varies, and 

an object gets in the line of sight or the lighting changes. [81]. More and more people are moving away from using only one 

architecture and toward using hybrid models. Hybrid CNN-RNN architectures, like CNN-LSTM, find a good balance between 

extracting spatial features and modelling time. For instance, a study by[82] found that combining CNN with LSTM got almost 

perfect accuracy in finding deepfakes by capturing both spatial texture and temporal dynamics. In the same way, [83] combined 

BiLSTM with a self-attention mechanism after using CNNs to extract features into a multimodal biometric system, and got an 

accuracy of 98.5%, which was better than the accuracy of each model on its own. The TransUMobileNet model, which uses 

CNN encoders and transformer decoders, was created by [84] on the transformer-based side. It is highly accurate (95.6%) in 

medical image segmentation. This is achieved by the use of CNNs that search for patterns in small regions (local search) and 

transformers, which show how complex global relationships work. These comparative results represent a conceptual shift from 

shallow, task-oriented architectures to more flexible systems that are aware of the overall context. Although CNNs remain 

effective in lightweight applications, the harmonious integration of CNNs and Transformers appears to be the most promising 

path, especially in biometric fusion systems that require high accuracy and advanced contextual depth. 

 

7. CHALLENGES AND RESEARCH GAPS IN DEEP LEARNING-BASED BIOMETRIC VERIFICATION 

SYSTEMS 

7.1 Challenges 

- Though there has been great progress achieved in deep learning-based biometric verification systems, some issues still exist, 

which impede the application of multimodal systems. The first issue is the small amount of available biometric data, as well as 

its diversity and time span. 

- Moreover, the recent architecture of deep learning models has imposed high computational and memory complexities. Another 

important challenge is the interpretability of deep models. It has been seen that high recognition accuracy is obtained at the cost 

of transparency and trust in deep models. 

- From a security perspective, the resistance of biometric systems to spoofing and adversarial attacks is an area which has yet to 

be adequately explored. Finally, biometric verification models are often created as separate modules, without being extensively 

integrated into the overall cybersecurity setup. 

7.2 Research Gaps 

- This review lists some gaps in the literature that hamper the progress of multimodal biometric verification systems. There is a 

glaring need for multimodal databases that can be used for the long-term assessment of the system’s performance. 
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- Another major gap is the lack of focus on resource-efficient architectures that consider the trade-off between accuracy and the 

feasibility of implementation. Furthermore, the incorporation of interpretability into biometric fusion systems is not well 

explored, although this is vital for trust and security. 

- Lack of standardized approaches to robustness assessment in adversarial scenarios is another gap. Lastly, there is a need to 

develop comprehensive, security-focused approaches to integrate multimodal biometric verification within the existing 

cybersecurity paradigm, as opposed to viewing biometric verification as a mere recognition problem. 

8. FUTURE DIRECTIONS  

The next generation of biometric fusion systems will depend on the use of novel neural architectures able to efficiently process 

and combine multimodal stimuli. 

 Scalable: Generating models which is required to successfully cope with large sets of biometric data in a fast and efficient way. 

 Real-time transaction: The time (speed / challenge response) in biometric systems is a critical requirement in order to have truly 

real-time identification and verification, specifically in those applications that require a quick yet safe response. 

Robustness: Algorithms need to remain robust against common natural variations in biometric data (e.g., changes in lighting, 

light vs darkness, posture and ageing of the subject) while exhibiting the same level of accuracy and stability.  

These emerging biometric fusion systems are able to derive better accuracy, reliability and generalization across multiple 

scenarios by addressing these challenges. 

9. CONCLUSION 

This review presents how quickly neural architectures have changed in biometric fusion systems. For example, CNNs are used 

for image processing, while transformers are a new way to model long-range dependencies and combine data from different 

sources in an efficient way. These architectures have gradually improved systems, which have become both more accurate and 

easier for system designers to configure, as long as they have overcome the problems in previous versions. And even with these 

successes, there are still problems to solve. For instance, there are still unresolved problems concerning learning decisions, 

handling attacks and addressing data and computational requirements. People seem to think that those, paired with some of these 

newer technologies,” graph networks and distributed learning,” could make biometric systems a whole lot safer and more useful. 

The aim for the future is hybrid or balanced models that perform well, are interpretable and will keep people safe in smart 

cybersecurity environments. 
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